Appendix A

Sample Planning Worksheets

�

When deploying Microsoft® Windows® 2000, you might have several deployment projects to plan and coordinate. This appendix provides planning worksheets that you can use to deploy Windows 2000 in the most cost-effective and efficient way for your organization. 

Using the deployment planning worksheets will help you become familiar with the unique IT requirements of your organization and also with the Windows 2000 features that can help you meet those requirements. You should read the chapter or chapters associated with the worksheets before you fill them out. The chapters introduce new concepts and provide essential information that will enable you to make best use of the planning worksheets.
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Using This Appendix

The worksheets in this appendix are organized by their corresponding chapter title; however, not all chapters have a worksheet and some chapters have multiple worksheets. Table A.1 lists the chapters that have worksheets and shows the order that the worksheets appear in this appendix.

Table A.1    Worksheets in This Appendix 

��Chapter and Worksheet Name�Chapter Number����Introducing Windows 2000 Deployment Planning�Chapter 1��Management Infrastructure Services���Desktop Management Solutions���Security Features���Information Publishing and Sharing���Component Application Services���Scalability and Availability���Networking and Communications���Storage Management���Building a Windows 2000 Test Lab

Document the Scope and Objectives of Each Test

Track Your Test Results�Chapter 4��Preparing Your Network Infrastructure for Windows 2000�Chapter 6��Determining Domain Migration Strategies

Document Your Migration Goals

Record When You Complete Domain Migration Tasks�Chapter 10��Planning Distributed Security

Identify Potential Security Risks�Chapter 11��Automating Server Installation and Upgrade

Decide When and Where to Use Automated Installation Methods

Record When You Complete Installation Tasks�Chapter 13��Upgrading and Installing Member Servers

Member Server Planning Worksheet

Server Data Backup and Disaster Recovery Plan

Decide New Hardware Requirements

Record Server Specifications

Schedule Your Upgrade or Clean Installation �Chapter 15���(continued)���

Table A.1    Worksheets in This Appendix   (continued)

��Chapter and Worksheet Name�Chapter Number����Ensuring the Availability of Applications and Services 

Identify Your High-Availability Needs

Plan Your Network Load Balancing�Chapter 18��Synchronizing Active Directory with Exchange Server Directory Service

Create Your Connection Agreements

Identify Directory Objects to Map

List the Attributes You Will Not Map

Create Your Directory Synchronization Schedule

Record Your Contacts for Directory Synchronization�Chapter 20��Testing Applications for Compatibility with Windows 2000

Prioritize Your Applications

Plan and Track Your Testing Strategy�Chapter 21��Defining Client Administration and Configuration Standards

Identify Your Users’ Computing Requirements

Define Client Support Issues

Assign Client Management and Support Tasks

Define Your Group Policy Requirements�Chapter 23��Applying Change and Configuration Management

Record Your Applications and Their Management Options

Define a Configuration Management Strategy for Your Users�Chapter 24��Automating Client Installation and Upgrade

Record Your Automated Installation Methods

Record Client Installation Tasks�Chapter 25��



Important

These worksheets can also be found in the DPGDocs.doc file on the compact disc (CD) that accompanies the Microsoft® Windows® 2000 Server Resource Kit. The CD contains a version of these worksheets that you can customize and print for use in your organization.





Introducing Windows 2000 Deployment Planning

The chapter “Introducing Windows 2000 Deployment Planning,” contains a high-level introduction to the features and benefits of the Windows 2000 operating system. The following worksheets list key features of Microsoft® Windows® 2000 Server and Microsoft® Windows® 2000 Professional. As you read the chapters in this book, use these worksheets to help you identify the key features of Windows 2000 and how they meet the business needs of your organization. When you review the features, consider both the short-term and long-term goals of your organization.

The tables are formatted so that you can enter your own comments about the potential role of these features within your organization. Use these worksheets to prepare a customized executive summary of the Windows 2000 features that your organization requires.



Note

The following tables highlight the primary benefits of Windows 2000 Server and Windows 2000 Professional and are not intended to be a complete description of all features. For more information about a particular feature, see the product Help files or the appropriate volume and chapter in the Microsoft® Windows® 2000 Server Resource Kit.



Management Infrastructure Services

The management infrastructure services in Windows 2000 Server provide IT departments with tools that enable you to provide the highest levels of service available and reduce ownership costs. Table A.2 describes the Windows 2000 Server management infrastructure services and their benefits.



Table A.2    Management Infrastructure Services

��Feature�Role of this feature within my organization����Directory services

Microsoft® Active Directory™ stores information about all objects on the network, making this information easy to find. It provides a flexible directory hierarchy, granular security delegation, efficient delegation of permissions, integrated DNS, high-level programming interfaces, and an extensible object store.�����Administration services

Microsoft® Management Console (MMC) provides system administrators with a common console for monitoring network functions and using administrative tools. MMC is completely customizable for the tasks performed by individual members of the IT support and management staff.�����Group Policy

Group Policy allows an administrator to define and control the state of computers and users. Group Policy can be set at any level of the directory service, including sites, domains, and organizational units. Group Policy can also be filtered based on Security Group memberships.�����Instrumentation services

With Windows Management Instrumentation (WMI), administrators can correlate data and events from multiple sources on a local or organization-wide basis.�����Scripting services

Windows Script Host (WSH) supports direct execution of Microsoft® Visual Basic® Script, Java, and other scripts from the user interface or command line.���



For more information about designing and deploying Windows 2000 directory services and Group Policy, see “Designing the Active Directory Structure,” “Planning Distributed Security,” “Defining Client Administration and Configuration Standards,” and “Applying Change and Configuration Management” in this book.

Desktop Management Solutions

Desktop management solutions are features that allow you to reduce the total cost of ownership in your organization by making it easier to install, configure, manage, and use client computers. Table A.3 highlights Windows 2000 Server and Windows 2000 Professional desktop management features that increase user productivity. 



Table A.3    Desktop Management Solutions

��Feature�Role of this feature within my organization����IntelliMirror

Microsoft® IntelliMirror™ is a group of features that you can use to make users’ data, applications, and customized operating system settings follow them as they move to different computers within their organization.�����Windows Installer

Windows Installer controls the installation, modification, repair, and removal of software. It provides a model for packaging installation information and APIs for applications to function with Windows Installer.�����Remote Install

DHCP-based remote start technology installs the operating system on a client’s hard disk from a remote source. A network can be initiated by either a Pre-boot execution (PXE) environment a PXE-enabled network card, specific funtion key, or remote boot floppy provided for clients without PXE.�����Roaming User Profiles

Roaming User Profiles copies registry values and document information to a location on the network so that a user’s settings are available wherever the user logs on.�����Option Component Manager

Windows 2000 Server Setup allows you to bundle and install add-on components during or after any system setup through an installation module.�����Disk Duplication

You can customize a single Windows 2000 Server or Windows 2000 Professional setup and clone it across similar computers.���



Note

You can use Microsoft® Systems Management Server (SMS) to complement the desktop management technologies in Windows 2000.





For more information about deploying Windows 2000 Server and Windows 2000 Professional management solutions, see “Defining Client Administration and Configuration Standards” and “Applying Change and Configuration Management” in this book.

Security Features

Enterprise-level security needs to be flexible and robust so that administrators can configure rules to address possible security liability without hindering the free flow of needed information. Table A.4 highlights Windows 2000 security features.



Table A.4    Security Features

��Feature�Role of this feature within my organization����Security templates

Allows administrators to set various global and local security settings, including security-sensitive registry values; access controls on files and the registry; and security on system services.�����Kerberos authentication

The primary security protocol for access within or across Windows 2000 domains. Provides mutual authentication of clients and servers, and supports delegation and authorization through proxy mechanisms.�����Public key infrastructure (PKI)

You can use integrated PKI for strong security in multiple Windows 2000 Internet and enterprise services, including extranet-based communications.�����Smart card infrastructure

Windows 2000 includes a standard model for connecting smart card readers and cards with computers and device-independent APIs to enable applications that are smart card aware.�����Internet Protocol security (IPSec) management

IPSec supports network-level authentication, data integrity, and encryption to secure intranet, extranet, and Internet Web communications.�����NTFS file system encryption

Public key–based NTFS can be enabled on a per file or per directory basis.���



For more information about deploying Windows 2000 security services, see “Planning Distributed Security” and “Determining Windows 2000 Network Security Strategies” in this book.

Information Publishing and Sharing 

The information publishing and sharing technologies in Windows 2000 make it easier for you to share information over the Internet, your intranet, or an extranet. Table A.5 highlights features for information publishing and sharing.

Table A.5    Information Publishing and Sharing

��Feature�Role of this feature within my organization����Integrated Web services

Windows 2000 Server integrated Web services allow you to use a variety of Web publishing protocols.�����Indexing Service

An integrated Indexing Service allows users to perform full-text searches on files in different formats and languages.�����Removable Storage

Consists of server and tool components for delivering audio, video, illustrated audio, and other types of multimedia over networks.�����Printing

Windows 2000 makes all shared printers in your domain available in Active Directory.���

For more information about deploying Windows 2000 information publishing and sharing services, see “Upgrading and Installing Member Servers” in this book and in the Microsoft® Windows® 2000 Server Resource Kit Internet Information Services Resource Guide.



Component Application Services

As a development platform, Windows 2000 offers Component Object Model (COM) and Distributed COM (DCOM) support that extends a development team’s capabilities to efficiently create more scalable component-based applications. Table A.6 highlights Component Application Services features.

Table A.6    Component Application Services

��Feature�Role of this feature within my organization����Queued Components

Developers and administrators can choose the appropriate communications protocol (DCOM or asynchronous) to use at the time of deployment.�����Publish and Subscribe

COM Events provide a uniform publish and subscribe mechanism for all Windows 2000 Server applications.�����Transaction Services

Provides information updates by calling an application on a mainframe or sending and receiving a message to or from a message queue.�����Message Queuing Services

Ensures that a message transaction is either completed or safely rolled back to the enterprise environment.

�����Web Application Services

Developers can use Active Server Pages to build a Web-based front-end to their existing server-based applications.���



For more information about deploying Windows 2000 Component Application Services and the Microsoft® Security Support Provider Interface, see “Determining Windows 2000 Network Security Strategies” in this book. For more information for developers, see the MSDN™ Platform SDK link on the Web Resources page at http://windows.microsoft.com/windows2000/reskit/webresources.



Note

You might want to discuss these features and their potential business value with members of your application development team. Their knowledge can assist you in determining the potential business value of these technologies to your organization.



Scalability and Availability

At one time, faster CPUs and network adapters were the traditional benchmarks of network performance. In the future, more efficient read/write capabilities, improved input/output (I/O) performance, and faster disk access will be equally important characteristics of network architectures. Environments that require mission-critical computers can now use the extended capabilities of Windows 2000. Table A.7 highlights Windows 2000 features that will assist you in improving network scalability and availability.



Table A.7 Scalability and Availability

��Feature�Role of this feature within my organization����Enterprise Memory Architecture

Windows 2000 Advanced Server allows you to access up to 32 gigabytes (GB)of memory on processors.�����Improved symmetric multiprocessing (SMP) scalability

Windows 2000 Advanced Server has been optimized for eight-way SMP servers. �����Cluster service

Allows two or more servers to work together as a single system.



�����Intelligent Input/Output (I2O) support 

I2O relieves the host of interrupt-intensive I/O tasks by offloading processing from main CPUs.

�����Terminal Services

Through terminal emulation, Terminal Services allows the same set of applications to run on diverse types of client hardware, including thin clients, older computers, or clients not running Windows. It can also be used as a remote administration option.�����Network Load Balancing

Combines up to 32 servers running Windows 2000 Advanced Server into a single load balancing cluster. It is used most often to distribute incoming Web requests among its cluster of Internet server applications.�����IntelliMirror

IntelliMirror allows users to have their data, applications, and settings follow them when they are not connected to the network.

���



For more information about deploying Windows 2000 Cluster service, see “Ensuring the Availability of Applications and Services” in this book. 

For more information about Terminal Services, see “Deploying Terminal Services” in this book.

Networking and Communications

To enhance your networking environment, consider the Windows 2000 technologies listed in Table A.8, which can give you greater bandwidth control, secure remote network access, and native support for a new generation of communications solutions.



Table A.8    Networking and Communications

��Feature�Role of this feature within my organization����DNS dynamic update protocol

Eliminates the need to manually edit and replicate the DNS database.

�����Quality of Service (QoS)

QoS protocols and services provide a guaranteed, end-to-end express delivery system for IP traffic.

�����Resource Reservation Protocol (RSVP)

A signaling protocol that allows the sender and receiver to set up a reserved path for data transmission with a specified quality of service.������Asynchronous Transfer Mode (ATM)

An ATM network can simultaneously transport a wide variety of network traffic, including voice, data, images, and video.�����Streaming Media Services

Server and tool components for delivering multimedia files over the network.�

�����Fibre Channel

Fibre Channel provides data transfer at one gigabit per second by mapping common transport protocols and merging networking and high-speed input and output in a single connection.�����IP Telephony

Telephony API 3.0 (TAPI) unifies IP and traditional telephony.



���



For more information about Windows 2000 networking and communications features, see “Preparing Your Network Infrastructure for Windows 2000” and “Determining Network Connectivity Strategies” in this book.

Storage Management

Windows 2000 Server provides storage services designed to improve both reliability and user access. Table A.9 highlights these services.



Table A.9    Storage Management

��Feature�Role of this feature within my organization����Remote Storage

Monitors the amount of space available on a local hard disk. When free space on the primary hard disk drops below the level necessary for reliable operation, Remote Storage removes local data that has been copied to remote storage.�����Removable Storage

Allows administrators to manage removable storage devices and functions. Administrators can create media pools that are owned and used by a given application.

�����NTFS file system enhancements

Supports performance enhancements such as file encryption, the ability to add disk space to an NTFS volume without restarting, distributed link tracking, and per-user volume quotas to monitor and limit disk space use.�����Disk Quotas

Helps administrators plan for and implement disk use.



�����Backup

With Backup, users can back up data to a variety of storage media, including hard drives, and magnetic and optical media.



�����Distributed file system (Dfs) support

Allows administrators to create a single directory tree that includes multiple file servers and file shares and allows interoperability between Windows 2000 clients and any file server that has a matching protocol.���



For more information about deploying Windows 2000 Server storage management technologies, see “Determining Windows 2000 Storage Management Strategies” in this book.

Building a Windows 2000 Test Lab

The chapter “Building a Windows 2000 Test Lab” in this book stresses the importance of thorough Windows 2000 testing based on realistic scenarios. It also provides many guidelines that you can use to set up your organization’s lab and to run a thorough test program. 

To start, you need to: 

(	Create a test plan that describes your scope, objectives, and methodology. 

(	Design test cases that describe the test scenarios and issues that you need to address.

(	Conduct tests and evaluate results.

(	Document test results.

(	Escalate problems to the proper people for resolution.



To the extent possible, your lab needs to simulate your actual working environment. The following are essential components that should be documented in your test plan:

(	The current network design (logical and physical).

(	The proposed Windows 2000 design. 

(	A list of features to evaluate and explore. 

(	An inventory of existing hardware (servers, client computers, and portable computers). 

(	A list of hardware proposed for Windows 2000.

This list might evolve during testing, but you need an initial list to equip the lab.

(	A list of administrative tools (Windows 2000, third party, and custom built).

(	A list of the upgrades, such as service packs, drivers, and basic input/output system (BIOS), that you need to install to be ready for Windows 2000.





Also include the following types of information in your lab description: 

(	Domain structure, including:

(	Forest and tree hierarchy.

(	Group Policy objects (settings and where they apply).

(	Purpose for each domain.

(	Method for populating user account data.

(	Trust relationships (transitive and explicit).

(	Domain controllers, including:

(	Primary Domain Controllers (PDCs) and Backup Domain Controllers (BDCs), if migrating from Microsoft® Windows NT® version 4.0.

(	Servers you will promote to domain controllers, if migrating from any other operating system.

(	Member servers, including the services that will run on them.

(	Client computers, including:

(	Computer make and model.

(	Amount of memory.

(	Processor type and speed.

(	Hard disk capacity.

(	Graphics cards (type, resolution, and color depth).

(	Use of lab design for specific tests, including:

(	Mixed-mode and native-mode testing.

(	Dial-up and other remote testing.

(	Interoperability testing (UNIX, mainframes, and other systems).

(	Replication and Active Directory site testing.

(	WAN link testing.



Use Table A.10 to document the scope and objectives of each test. Complete a new sheet for each test.



Table A.10    Document the Scope and Objectives of Each Test

��Test Identifier:�Test Date: �����Test Scope and Objectives:����Purpose of the test�

�����Special hardware requirements

�����Special software requirements

�����Special configuration requirements

�����Test procedure to be used�

�����Expected results or success criteria

���

Table A.11 illustrates the type of tracking sheet you might use to monitor the progress of your tests and to ensure that all follow-up issues are resolved.

Table A.11    Track Your Test Results 

��Test Identifier�Date of Test�Results�Action Items����

�������

�������

�������

�������

�����



Preparing Your Network Infrastructure for Windows 2000

The chapter “Preparing Your Network Infrastructure for Windows 2000” in this book provides recommendations for documenting your current network infrastructure. It also helps you to identify the areas of the network infrastructure, such as servers, routers, and network services, that you might need to upgrade or modify before deploying Windows 2000. 

The areas of your current network environment that you need to document to prepare your network for deploying Windows 2000 are as follows:

(	Hardware and software 

(	Network infrastructure

(	File, print, and Web servers

(	Line-of-business applications

(	Directory services architecture

(	Security



You should thoroughly document the following hardware-related items:

(	Routers.

(	Printers.

(	Modems.

(	Other hardware, such as redundant array of independent disks (RAID) and Routing and Remote Access Service (RRAS) server hardware. 

(	Basic input/output system (BIOS) settings. 

(	Driver versions and other software and firmware information.



Your software inventory should include:

(	All applications found on all computers. 

(	Version numbers (or date and time stamp data) of dynamic link libraries associated with these applications

(	Service packs that have been applied to the operating system or applications. 





Also document network configurations for servers and client computers. This information, which can be located under Network options in Control Panel, includes:

(	Identification

(	Services

(	Protocols

(	Adapters

(	Bindings

(	Internet Protocol addresses



You need to document:

(	The logical organization of your network

(	Name and address resolution methods

(	Configuration of services used

(	The location of network sites

(	The available bandwidth between sites



You also need to aggregate much of this information to create physical and logical network diagrams, which you can use to discuss before and after images of the network with others. For more information about important technical issues to document, see “Preparing Your Network Infrastructure for Windows 2000” in this book.

Determining Domain Migration Strategies

To plan the migration of your domain structure from Windows NT to Windows 2000, you must first determine your migration goals. These goals might proactively address your concerns about deployment, such as potential disruptions to production systems, system performance, and ways to increase mean time between failures. Your migration goals also influence your test plans and acceptance criteria. 

Read the chapter “Determining Domain Migration Strategies” and then use these worksheets to begin planning your migration strategies. Use a table similar to Table A.12 to document the migration goals that are specific to your organization. The table provides sample goals to get you started.



Table A.12    Document Your Migration Goals

��Goal�Guides for Achieving Goal����Minimize disruption to the production environment.�(	Maintain user access to data, resources, and applications during and after the migration.��Maintain system performance.�(	Maintain a familiar environment for users during and after the migration. 

(	Maintain user access to data, resources, and applications during and after the migration.��Increase mean time between failures.

�(	Maintain a familiar environment for users during and after the migration. 

(	Maintain user access to data, resources, and applications during and after the migration.��Minimize administrative overhead.�(	Maintain a familiar environment for users during and after the migration. 

(	Provide a seamless migration of user accounts. �If possible, users need to be able to retain their passwords. 

(	Minimize the number of administrator visits to the client computer. 

(	Minimize the number of new permissions for resources.��Maximize “quick wins.”�(	Deploy key features first.��Maintain system security.�(	Deploy so that you always maintain a secure system.

(	Establish a deployment security policy.��

Use Table A.13 to record the date you complete each task.



Table A.13    Record When You Complete Domain Migration Tasks

��Task�Date Completed����Determine your migration roadmap.�����Determine supported upgrade paths.�����Examine your existing domain structure.�����Develop your recovery plan.�����Determine your strategy for upgrading domain controllers.�����Determine the order for upgrading domains.�����Determine when to move to native mode.�����Determine the reasons for restructuring domains.�����Determine when to restructure domains.�����Move users and groups.�����Move computers.�����Move member servers.�����Establish trusts.�����Clone security principals.�����Switch to native mode.���

Planning Distributed Security

To implement an overall security policy, you need to coordinate many network security functions. Use Table A.14 to document all aspects of security that pertain to your organization. For examples of security risks, refer to the “Planning Distributed Security” chapter. List specific (rather than general) security risks for your organization. Under Mitigation Strategy, fill in details from all the chapters in this book that pertain to security, including “Planning Your Public Key Infrastructure” and “Determining Windows 2000 Network Security Strategies.”



Table A.14    Identify Potential Security Risks

��Potential Security Risk�Description�Mitigation Strategy (including policies, Windows 2000 features, and other technology solutions)����

������

������

������

������

������

������

����

Automating Server Installation and Upgrade

Before you can automate the installation of Windows 2000 Server, you must decide if you will upgrade from Windows NT or perform a clean installation.The chapter “Automating Server Installation and Upgrade” will help you decide which kind of installation to do. The following questions are designed to get you started in making this decision. 

	1.	Does your organization currently have a managed installation of Windows NT in use?  Yes (   No (

	2.	Do you plan to use already existing hardware and software applications? �Yes (   No (

If you answered yes to questions 1 and 2, you are a good candidate for an upgrade.

	3.	Do you plan to install Windows 2000 on new hardware?  Yes (   No (

	4.	Do you plan to install new applications that are written for a Windows 2000 environment?  Yes (   No (

If you answered yes to questions 3 and 4, you are a good candidate for a clean installation.





Use Table A.15 to determine which automated installation methods to use and where to use those methods within your organization.

Table A.15    Decide When and Where to Use Automated Installation Methods

���Method��When to Use�Use This Method?��When and Where?����Syspart�For clean installations to computers that have dissimilar hardware.������Sysprep�When the master computer and the target computers have identical hardware, which includes the hardware abstraction layer (HAL) and mass storage devices.������Systems Management Server (SMS)�To perform managed upgrades of Windows 2000 Server to multiple systems, especially those that are geographically dispersed.������Bootable CD�With a computer whose basic input/output system (BIOS) allows it to start from the CD.����

Use Table A.16 as a checklist of the tasks you need to complete and the date you complete them.

Table A.16    Record When You Complete Installation Tasks

��Task�Date Completed����Resolve critical planning issues.�����Create the distribution folder.�����Review the answer file.�����Review the Windows 2000 Setup commands.�����Choose an application installation method based on critical planning.�����Choose a method for operating system installation based on critical planning.���



Upgrading and Installing Member Servers

Use the following worksheets together with the chapter “Upgrading and Installing Member Servers” to help you determine the most cost-effective and efficient method for upgrading and installing Windows 2000 member servers in your organization. When planning your upgrade or clean installation to Windows 2000 Server, start by defining the specifications for each member server. 

You need a current diagram of your existing network before you start the upgrade or clean installation. If you do not have a current network diagram, create one and then begin making plans for your new installation or upgrade of member servers. 

Next, find out if your organization has made the decision to install and run Windows 2000 Active Directory. Active Directory needs to be running to use several advanced services within the operating system.

Then determine how many of each type of member server you have in your organization:

(	File servers: _____________________________________________________

(	Print servers: ____________________________________________________

(	Application servers: ______________________________________________

(	Web servers: ____________________________________________________

(	Fax servers: _____________________________________________________

(	Proxy servers: ___________________________________________________

(	Routing and Remote Access Service servers: __________________________

(	Database servers: ________________________________________________



Now, fill out a Member Server Planning Worksheet for each server in your existing environment. This worksheet helps you define the individual upgrade path for each server in your organization. After you prioritize each server, you can create a schedule for your clean installation or upgrade.



Member Server Planning Worksheet

Describe each server in your existing environment by using the following optional characteristics.

Type of Server:

File server (   Print server (   Web server (   Proxy server (   Fax server (

Routing and Remote Access Service server (   Database server (

Application server (   Specify the applications you have installed: 

_________________________________________________________________

_________________________________________________________________

Member Server Name: _____________________________________________

How much data is stored on the server? _______________________________

How much data is transferred to and from the server? ____________________

Current number of users: _____________________________________________

Current hours of operation: ___________________________________________

Server Specifications:

Is this computer system listed on the Microsoft Windows Hardware Compatibility List (HCL)?  Yes (   No (

Serial number: ____________________________________________________

Any modifications to the hardware?  Yes (   No (

If yes, list specifics: _________________________________________________

_________________________________________________________________

Computer System Vendor: ___________________________________________

Computer System Model: ____________________________________________

Computer System Make: _____________________________________________

Amount of physical memory installed: __________________________________



Type of network adapters installed:

	Ethernet (   Token Ring (   FDDI (   ATM (

	Other _________________________________________________________

Are the network adapters listed on the HCL?  Yes (   No (



Type of CD-ROM installed: __________________________________________



List all plug-and-play devices: 

________________________________     _______________________________

________________________________     _______________________________



Type of external disks connected to the computer: _________________________

_________________________________________________________________

Hard disk partitioning and free disk space available: _______________________

_________________________________________________________________



Are you using redundant array of independent disks (RAID)? If so, specify:   Software RAID (   Hardware RAID (

What levels of RAID are you using? ____________________________________

_________________________________________________________________

Which of the following types of software are installed on this server? 

Third-party network services (   Virus scanners (   Other client software (

Read the release notes file (relnotes.htm) on the Windows 2000 Server operating system CD for information about known problems with specific applications. 

Uninstall any applications that are mentioned in the release notes before you upgrade or do a clean installation.



Server Data Backup and Disaster Recovery Plan 

Back up the following files prior to upgrade:

________________________________     _______________________________

________________________________     _______________________________

________________________________     _______________________________

________________________________     _______________________________

________________________________     _______________________________

________________________________     _______________________________





Maximum downtime tolerance: ________________________________________

Measurable cost of downtime: _________________________________________



Decide New Hardware Requirements

Number of members servers you will upgrade: ____________________________



Number of member servers you will replace with new hardware before the upgrade or clean installation: __________________________________________



Number of network adapters required for upgrade: _________________________



Type of network adapters: 

	Ethernet (   Token Ring (   FDDI (   ATM (

	Other __________________________________________________________



Planned volume of data: _____________________________________________

Planned number of users: _____________________________________________

Planned hours of operation: ___________________________________________



Record Server Specifications

Print Servers

If this is a print server, determine the following:

(	Number of users who will print and the printing workload they will generate: 

_______________________________________________________________



(	Types of printing needs (for example, if users in Sales need to print colored brochures, you might need a color printer). 

_______________________________________________________________

_______________________________________________________________

(	Location of the printers. It should be easy for users to pick up their printed documents. Use Table A.17 to assign printers to each print server.

Table A.17    Assign Print Servers, Printers, and Their Locations

��Print Server�Printer Name�Location��������������������������������������

Have you installed all the required print drivers?  Yes (   No (

(Obtain the print drivers from the Windows 2000 Server operating system CD or from the printer manufacturer.)

Are any clients on the network running third-party operating systems?

Macintosh (   NetWare (   UNIX (   Other ( ______________________

You must install additional services on print servers and install the appropriate print drivers on clients running third-party operating systems. Contact the printer manufacturer for the proper print drivers.



File Servers

Do you plan to run domain-based Dfs?  Yes (   No (



Note

Domain-based Dfs requires that Active Directory be running.



Arrange servers into groups to determine which file share each will use:

Group ______________________ includes the following file servers:

________________________________     _______________________________

________________________________     _______________________________

________________________________     _______________________________

________________________________     _______________________________

________________________________     _______________________________

Application Servers

What services will this application server host?

Component Services (   Terminal Services (   Database (   E-mail (

If you require Component Services, choose one or more of the following:

(	Application load balancing:  Yes (   No (

(	Transaction Services:  Yes (   No (

(	Application Management:  Yes (   No (

(	Message Queuing:  Yes (   No (

(	Other: _________________________________________________________

_________________________________________________________________

Web Servers

What new or additional components will you install on this server?

_________________________________________________________________

_________________________________________________________________



Schedule Your Upgrade or Clean Installation 

The pilot process is iterative. You deploy a limited number of computers in a controlled environment, evaluate the results, fix any problems that arise, and deploy another pilot until you reach the scope and quality that indicate you are ready for a full deployment. 

Prioritize Each Member Server for Deployment

Create your own prioritization system for upgrading or installing that allows you to group servers for a phased deployment. You might want to assign a group number or name for each pilot to enable you to later identify the priority of the upgrade or installation server.

The pilot group number or name is: _____________________________________

When do you intend to upgrade or do a clean installation on this particular server? Choose one of the following: 

Pilot phase 1 (   Pilot phase 2 (   Production (

For more information about: 

(	Setting up a test lab, see “Building a Windows 2000 Test Lab” in this book.

(	Creating a pilot plan, see “Conducting Your Windows 2000 Pilot” in this book.



Ensuring the Availability of Applications and Services 

To create your plan for making applications and services highly available, fill out one Clustering Deployment Planning Worksheet for each mission-critical application or service that you want to make highly available in your organization. 

Before you begin filling out the worksheet, read “Ensuring the Availability of Applications and Services.” This chapter will introduce the new concepts and provide the guidelines you need to help you make the most of the planning worksheet.



Identify Your High-Availability Needs

Your environment could include one or more of the following types of applications or services:

(	Database (Microsoft® SQL Server™ or other database application)

(	Groupware (Microsoft® Exchange Server or other groupware application)

(	Web service (Microsoft Internet Information Services or other Web service)

(	Windows Internet Name Service (WINS)

(	Dynamic Host Configuration Protocol (DHCP)

(	Internally-developed line-of-business applications

(	Third-party applications

(	File and print shares

In the following subsections, define the specifications for each mission-critical application or service you intend to deploy for use with Windows 2000 Server.

Application and Service Specifications

Name of application or service: _____________________________________

High-Availability Requirements for This Application or Service

Which network protocol does the application or service require? 

TCP/IP (   IPX/SPX (



Note

Microsoft does not provide high-availability solutions that support IPX/SPX.



Does your clustering solution require any of the following?

Provide data backup (

Protect access to data (

Protect the data itself (

Protect against power outages (

Protect against network outages (

Manage cluster objects and configuration (

Coordinate with other instances of the Cluster service in the cluster (

Perform failover operations (

Handle event notification (

Facilitate communication among other software components (



Software compatibility issues:  

Do you have a resource DLL?  Yes (   No (

Is it possible for you to use a generic resource DLL?  Yes (   No (

Does the resource DLL you have support:

Two-node clusters (   N-node clusters (

Does the application installation support:

Two- node clusters (   N-node clusters (

Does the application function correctly on Windows 2000? 

Yes (   No (

Is the application stateless or does it maintain a client-side state?

_______________________________________________________________

Special hardware requirements:  

Is the system on the cluster Hardware Compatibility List (HCL)?

Yes (   No (

Does the system support large memory?  Yes (   No (

Are you installing Microsoft® Windows® 2000 Advanced Server on any Intel PAE-based computer systems that have more than 4 GB of random access memory (RAM)? Yes (   No ( 

If yes, you need to:

(	Check the HCL to ensure that the system and components are supported for large memory.

(	Bring the system and components into compliance.

(	Do a complete backup of the system.

(	Modify the boot.ini file to include the PAE switch.

(	Test the system to ensure that it is operating correctly.

Will the system use: 

SCSI (two-node) (   SCSI switch (N-node) (   Fiber Channel (N-node) (

What network adapters do you have in your environment?

Ethernet (   Token Ring (   FDDI (   ATM (

Other _______________________________________________________

Are the network adapters on the HCL?  Yes (   No (

Volume of data: _________________________________________________

Number of users: ________________________________________________

Hours of operation: _______________________________________________



Expected Changes in Size and Performance Requirements for this Application or Service

Seasonal or other planned peak loads: __________________________________

_________________________________________________________________

Expected rate of increase in users: _____________________________________

_________________________________________________________________

Expected rate of increase in data: ______________________________________

_________________________________________________________________

Data Backup and Disaster Recovery Plans for this Application or Service

Maximum outage tolerance: __________________________________________

_________________________________________________________________

Impact of downtime (check those that apply):

Lost sales (

Lost productivity (

Decline in customer satisfaction (

Missed contractual obligations or legal liabilities (

Loss of competitiveness (

Increased costs due to make-up time (

Other: _________________________________________________________

_______________________________________________________________

_______________________________________________________________



Measurable cost of downtime (define the cost per application and cost per service outage that exceeds the specified tolerable maximum):

_________________________________________________________________

_________________________________________________________________

Site disasters

Is off-site functionality required?  Yes (   No (





Identify single points of failure: 

Network hub (

Network router (

Power outage (

Server connection disk (

Other server hardware such as CPU or memory (

Server software (

WAN links such as routers and dedicated lines (

Dial-up connection (

Other: _________________________________________________________

_______________________________________________________________

If an application or service fails, what is the plan to ensure availability?:

_________________________________________________________________

_________________________________________________________________

If a service fails or an outage occurs, do you have:

RAID:

Level 0 (striping) (   �Level 1 (mirroring) (   �Level 5 (striping with parity) (

Spare SCSI or Fibre Channel controllers  Yes (   No (

Replacement disks  Yes (   No (

Uninterruptible Power Supply (UPS) protection for individual users 

Yes (   No (

UPS protection for the network (including hubs, bridges, routers, and so on) 

Yes (   No (



Use this checklist to begin your cluster backup and recovery strategy:

Map registry keys to each resource. (

Create a catalog to document each backup. (

Identify a safe location where you can place your backups. (

Create an emergency repair disk by using the Backup utility. (





Plan Your Network Load Balancing 



Is the application or service running on all hosts in the cluster or does each host maintain its own application or service? 

Application or service runs on one host (

All hosts share one application or service (



Does your application use a TCP or UDP port?  TCP port (   UDP port (



Number of hosts in the cluster (1-32): ______________________



Note

Always be sure that there is enough extra server capacity so that if one server fails, the remaining servers can accommodate the increased load.





When using a router, which mode will you operate in?  Unicast (   Multicast (

Making Specific Choices for Network Load Balancing



Have you implemented the following over TCP/IP?

Distributed Component Object Model (DCOM) (

Named pipes (

Remote procedure call (



Choosing a Server Role

Do you want the nodes in your cluster to be:

Member servers (   Domain controllers (   Global catalogs (



Note

If you choose domain controllers, be certain that you have the hardware to support them. For more information, see “Ensuring the Availability of Applications and Services” in this book.







Choosing a Cluster Model

Are you implementing a:

Single-node cluster (failover not available) (

Cluster with a dedicated secondary node (

High-availability configuration (resource availability using virtual servers): 

Clustering a single application type (

Clustering multiple applications (

Complex hybrid configuration (

Planning Resource Groups

Which type of resource does this cluster require?

IP address (

Network name (

Physical disk (

A generic or customer application or service (

Specify: ________________________________________________________

List all the server-based applications in each resource group:

_________________________________________________________________

_________________________________________________________________

How many virtual servers will you run in your environment? ________________

What other software will you run independently of these groups?

_________________________________________________________________

_________________________________________________________________

Which hardware, connections, and operating system software can this server cluster protect in your network environment? List all nonapplication resources.

_________________________________________________________________

_________________________________________________________________

List all the dependencies for each resource (including all resources that support the core resources): 

_________________________________________________________________

_________________________________________________________________

_________________________________________________________________



What failover policies are required by each resource?

_________________________________________________________________

_________________________________________________________________

Create administrative convenience when making grouping decisions. For example: 

(	Combine file-sharing resources and print-spooling resources into a single group. 

(	Place applications that depend on a particular resource in a single group.

Synchronizing Active Directory with Exchange Server Directory Service

The chapter “Synchronizing Active Directory with Exchange Server Directory Service” provides directory synchronization concepts and processes that will help you determine the most cost-effective and efficient method to integrate the Active Directory and Microsoft® Exchange Server version 5.5 directory service.

To create your Connection Agreement Plan, fill out one planning worksheet for each connection agreement that your organization needs. After you have documented the connection agreements in the worksheets, you can begin configuring them in Windows 2000. (See the section “Create Your Connection Agreements,” which directly follows.)

Create Your Connection Agreements

Connection agreement reference number or name: _________________________

 _________________________________________________________________

Administrator responsible for this connection agreement: ___________________

 _________________________________________________________________

Directory service you will manage objects from:

Windows 2000 Active Directory (   Exchange Server 5.5 directory service (

Direction:  One-way (   Two-way (





Identify the Connection Agreement Source and Target Servers

One-way connection agreement:

If the source server is an Exchange 5.5 server:

Bridgehead (   Other (  _____________________________________________

Source server name:  ________________________________________________

If the target server is a Windows 2000 server:

Global catalog (   Domain controller (   Bridgehead (

Target server name:  ________________________________________________



Two-way connection agreement:

If the first source server is an Exchange 5.5 server:

Bridgehead (   Other (  _____________________________________________

Source server name:  ________________________________________________



If the first target server is a Windows 2000 server:

Global catalog (   Domain controller (   Bridgehead (

Target server name:  ________________________________________________



If the second source server is a Windows 2000 server:

Global catalog (   Domain controller (   Bridgehead (

Source server name:  ________________________________________________



If the second target server is an Exchange 5.5 server:

Bridgehead (   Other (  _____________________________________________

Target server name:  ________________________________________________



Use Table A.18 to identify the objects to be mapped.



Table A.18    Identify Directory Objects to Map

��Exchange Server 5.5 Directory�Active Directory��������������������������������������������

Use Table A.19 to list the attributes that you will not map.

Table A.19    List the Attributes You Will Not Map

��Exchange Server 5.5 Directory�Active Directory��������������������������������������������

Identify third-party e-mail synchronization requirements: ___________________

_________________________________________________________________



Create Your Directory Synchronization Schedule

To create a synchronization schedule for your organization, refer to the sample directory synchronization schedule that appears in the chapter “Synchronizing Active Directory with Exchange Server Directory Service” in this book. Use Table A.20 to create your directory synchronization schedule.

Table A.20    Complete Your Directory Synchronization Matrix

��Hour�Sun� Mon�Tues�Wed�Thurs�Fri�Sat����0-1�����������1-2�����������2-3�����������3-4�����������4-5�����������5-6�����������6-7�����������7-8�����������8-9�����������9-10�����������10-11�����������11-12�����������12-13�����������13-14�����������14-15�����������15-16�����������16-17�����������17-18�����������18-19�����������19-20�����������20-21�����������21-22�����������22-23�����������23-24���������



Record Your Contacts for Directory Synchronization

Schema Administrators Group

Primary contact name and phone number: _______________________________

_________________________________________________________________

Secondary contact name and phone number: ______________________________

_________________________________________________________________

Lead time for potential schema modifications: ____________________________

Windows 2000 Domain Administration

Organization responsible for the Window 2000 domains: ____________________

_________________________________________________________________

Primary contact name and phone number: _______________________________

_________________________________________________________________

Secondary contact name and phone number: ______________________________

_________________________________________________________________

Exchange Server 5.5 Site Administration

Organization responsible for the Exchange sites: __________________________

_________________________________________________________________

Primary contact name and phone number: ________________________________

_________________________________________________________________

Secondary contact name and phone number: ______________________________

_________________________________________________________________

Justification for this connection agreement: ______________________________

_________________________________________________________________



Testing Applications for Compatibility with Windows 2000

Many large organizations have hundreds or even thousands of applications. If this is the case in your organization, compiling the list of applications can be extremely time-consuming.

You might want to compile the following information about each application:

(	Application name and version.

(	Vendor name.

(	Current status (for example, in production, under development, no longer used).

(	Number of users and their business units.

(	Priority or importance to your organization.

(	Current operating systems where the application is used.

Include whether the application is client-based or server-based and which components reside on the client and on the server.

(	Web site addresses (URLs) for Web applications.

(	Requirements for installation (for example, security settings and installation directories).

(	Development utility or technology (if developed internally).

(	Contact names and phone numbers (internal and vendors).



If you find multiple contacts for the same vendor, try to consolidate them where possible.

If one of your goals is to consolidate applications or to better plan your testing efforts, you might prioritize applications by using Table A.21.



Table A.21    Prioritize Your Applications

����Application �Importance of the Application to the Organization��Number of Users �Is This the Most Recent Version?�Are Localized Versions Used or Needed?�������Yes (  No (�Yes (  No (�������Yes (  No (�Yes (  No (�������Yes (  No (�Yes (  No (�������Yes (  No (�Yes (  No (�������Yes (  No (�Yes (  No (�������Yes (  No (�Yes (  No (�������Yes (  No (�Yes (  No (�������Yes (  No (�Yes (  No (��

Table A.22 includes a number of tests that you can use to begin planning a testing strategy. Extend this list with additional issues that are appropriate for your organization. To track the results of your testing, record in the table whether the test passed, failed, is in progress, or unknown. You might also want to include the name of the person who is responsible for testing the application and the date that testing was completed or is due to be completed.

Table A.22    Plan and Track Your Testing Strategy

���Test��Responsible Tester�Planned Test Date��Test Outcome�Completed Date����Clean installation��������Upgrade installation��������Uninstall��������Installation options��������Basic functionality and common tasks and procedures��������Works with multiple applications open��������Works with add-on hardware such as scanners��������Printing��������Accessing and working with server data������



Defining Client Administration and Configuration Standards

The chapter “Defining Client Administration and Configuration Standards” in this book describes the key planning steps that you need to complete to meet and manage the needs of your organization’s users. To do this, begin by understanding your users’ unique requirements and the problems your client support teams must address to meet user needs. 

Table A.23 helps you identify the computing requirements of the various types of users within your organization. Use it to group users according to the type of work they do (roaming, stationary professional, task-based, and so on) and where they fit in the organization (location and workgroup) to develop common standards for applications, configurations, and autonomy. For a sample table like the one that follows and for information that can help you complete a table such as this, see “Defining Client Administration and Configuration Standards” in this book.

Table A.23    Identify Your Users’ Computing Requirements

���Job Title 1�Job Title 2�Job Title 3����Category�������Workgroup�������Location�������Application requirements�������Operating system requirements�������Computer hardware requirements�������Support requirements�������Autonomy allowed or required�����

Table A.24 helps you define your primary client support issues and assign someone to resolve them. Later in the planning process, you can use this table to track progress toward resolving these client support issues.



Table A.24    Define Client Support Issues

��Support Issue or Problem�Severity/Frequency�Owner�Solution������������������������������������������

If you want to reassign client support tasks, use Table A.25 to define where in your organization these tasks are currently performed and where you want them to be performed.

Table A.25    Assign Client Management and Support Tasks

��Client Support Task�Current Owner�Proposed Owner��������������������������������������������



Define Your Group Policy Requirements

To implement your client administration standards, you need to create Group Policy objects that include settings in a number of different areas: security, applications, computer systems, user environment, and application-specific. Most of these options are explained in the chapter “Defining Client Administration and Configuration Standards.” The security issues are addressed in the chapter “Planning Distributed Security.” (You might also need to create additional settings if you plan to implement the capabilities described in the chapter “Applying Change and Configuration Management.”)

To define your organization’s Group Policy requirements, first identify the types of policy settings that you require. These will normally break down into the following areas:

Security settings: __________________________________________________

_________________________________________________________________

Application packages to be deployed: _________________________________

_________________________________________________________________

Computer system settings: __________________________________________

_________________________________________________________________

User environment settings: __________________________________________

_________________________________________________________________

Application-specific settings: ________________________________________

_________________________________________________________________

Next, use a table similar to Table A.26 to determine the type of object in the directory (user, computer, and so on) where you will apply these settings:

(	Domain (password or account policy)

(	Client computers

(	Users

(	Domain controllers

(	Servers (application, file and print)

At this stage, the document you create should be a first draft Group Policy structure. It is likely that many of your Group Policy settings are common to all of the client computers, users, servers, and so on in your organization. You can combine these universal Group Policy settings into a single Group Policy object for clients, users, servers, and so on.



Table A.26    Define Your Windows 2000 Group Policy Requirements

����Domain�Client Computers��Users�Domain Controllers��Servers����Security��Password;�Account;�Kerberos policy;�PK trust list�User rights;�File and registry ACLs;�Audit and event log;�Local settings�EFS policy�User rights;�File and registry ACLs;�Audit and event log;�Local settings�User rights;�File and registry ACLs;�Audit and event log;�Local settings��Application deployment��Mandatory core applications�Published optional applications and components�Administrative tools�Administrative tools��Computer (hardware) settings��Startup scripts;�Logon;�Disk quotas;�Offline files��Disk quotas�Printer moving��User settings����Logon scripts;�Internet Explorer Settings;�Remote access;�Folder redirection;�Desktop lockdown;�Network;�System�Disable standard user desktop settings�Disable standard user desktop settings��Application settings���Office 2000;�In-house applications����

Some Group Policy settings will not apply to all objects of a particular type. You can create additional Group Policy objects or use some of the special Group Policy implementation options described in the chapter “Defining Client Administration and Configuration Standards” to address these unique needs. For example, you might need a unique Group Policy object to properly configure computers for users who access the network from remote computers. Alternately, for users who have administrative responsibilities, you probably do not want their applications to be installed when they log on to a server console. Setting a “loopback” policy for the systems you want to protect can prevent this by supplementing or overriding the normal user settings. 



The chapter “Defining Client Administration and Configuration Standards” in this book will explain the many Group Policy options that you can use to customize and efficiently manage Group Policy. Table A.27 illustrates how you can document the scope of, and exceptions to, your Group Policy settings.

Table A.27    Define Your Group Policy Scope and Exceptions 

��Group Policy Settings�Scope�Exceptions����Domain (security)��������Workstation (security, applications, and system) �������User (security, applications, and system)�������Domain controller (security, applications, and system)�������Server (security, applications, and system)�����

Applying Change and Configuration Management

In “Defining Client Administration and Configuration Standards” in this book, you were asked to define the computer configuration and application requirements for different types of users. By performing the planning steps described in the chapter “Applying Change and Configuration Management,” you can implement your new administration and configuration standards by using Windows 2000 IntelliMirror and Remote OS Installation.

Applications that are deployed by using Windows 2000 software installation and maintenance features can be published, assigned to users, or assigned to computers. To understand the implications of each option and to apply them to your organization’s applications, see “Applying Change and Configuration Management” in this book.

Use Table A.28 to record the applications your organization uses and how you will deploy them. 



Table A.28    Record Your Applications and Their Management Options

���Application��Assigned to User �Assigned to Computer ��Published�����Yes (   No (�Yes (   No (�Yes (   No (�����Yes (   No (�Yes (   No (�Yes (   No (�����Yes (   No (�Yes (   No (�Yes (   No (�����Yes (   No (�Yes (   No (�Yes (   No (�����Yes (   No (�Yes (   No (�Yes (   No (�����Yes (   No (�Yes (   No (�Yes (   No (�����Yes (   No (�Yes (   No (�Yes (   No (��

Use Table A.29 to define which change and configuration management features are appropriate for each type of user within your organization. In the left column, enter the user types you defined in Table A.23. For an example of how this table might look when you have completed it, see “Applying Change and Configuration Management” in this book.

Table A.29    Define a Configuration Management Strategy for Your Users

����Type of User��User Data Management��User Settings Management�Software Installation and Maintenance��Remote OS Installation��������������������������������������������������



Automating Client Installation and Upgrade

Before you can automate the installation of Windows 2000 Professional, you must decide if the installation will be an upgrade from a pre–Windows 2000 operating system or a clean installation. The following questions will help you determine whether to upgrade or to perform a clean installation. 

	1.	Is your organization currently using a managed installation of Windows NT? Yes (   No (

	2.	Do you plan to use existing hardware and software applications? �Yes (   No (

If you answered yes to questions 1 and 2, you are a good candidate for an upgrade.

	3.	Do you plan to install Windows 2000 on new hardware? Yes (   No (

	4.	Do you plan to install new applications that are written for a Windows 2000 environment? Yes (   No (

If you answered yes to questions 3 and 4, you are a good candidate for a clean installation.

Use Table A.30 to record which automated installation methods you will use and where in your organization you will use them.

Table A.30    Record Your Automated Installation Methods

���Method��When to Use�Use This Method?��Where����Syspart�Use Syspart for clean installations to computers that have dissimilar hardware.������Sysprep�Use Sysprep when the master computer and the target computers have identical hardware, which includes the HAL and mass storage devices.������Systems Management Server (SMS)�Use SMS to perform managed upgrades of Windows 2000 Server to multiple systems, especially those that are geographically dispersed.������Bootable CD�Use the bootable CD method with a computer whose basic input/output system (BIOS) allows it to start from the CD.������Remote OS Installation�Use Remote OS Installation to remotely install an image of Windows 2000 Professional on supported computers, eliminating the need to physically visit each computer to perform an installation.����



Use Table A.31 to record the date you complete each task of your client installation.

Table A.31    Record Client Installation Tasks

��Task�Date Completed����Resolve critical planning issues.�����Create the distribution folder.�����Review the answer file.�����Review the Windows 2000 Setup commands.�����Choose a method for installing applications that is based on critical planning.�����Choose a method for installing the operating system that is based on critical planning.���
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